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Troubleshooting Client Connectivity and Roaming 
It is obviously the network’s fault. 

A customer of mine recently had experienced a number of very strange connectivity 

issues in their school district. They had just completed an organization wide upgrade to 

their wireless infrastructure moving them from 802.11a/n to an 802.11ac deployment to 

keep up with the increasing demands on the wireless environment. This upgrade was 

much needed yet unfortunately was not perfect from the get go. As the final site 

deployment was completed, the teachers started to return to the schools to get ready for 

the school year.  

As users returned the help tickets started flowing in. These ranged from general 

user error to an alarming number of wireless connectivity complaints. After fighting with 

the trouble tickets for a week the customer decided to get myself and technical support 

involved. Unfortunately the ongoing thought was that since the wireless infrastructure 

was replaced, it was obviously an issue with the access point upgrade.  

To get started we needed to get a good baseline of where things were going 

wrong. As we learned in the CWAP, no troubleshooting effort should begin without a 

proper order of operations to troubleshoot. The first thing we did was take 3 tickets that 

had the same perceived issue, “The wireless network is broken and I cannot get or stay 

connected.” After speaking with the ticket owners we were able to gather a little more 

information. The clients were connecting to the network however could not get an IP 

address. If they did somehow manage to get an IP the device would only remain 

connected for a few minutes before dropping off of the network and requiring a reboot.  

We then looked at the computer models to see what kind of diversity we were 

facing. Luckily the school district only had about 10 different models of laptops deployed, 

and with that about 6 different WLAN cards. In this case we were dealing with two 

different WLAN cards (Dell DW1500 series) from Windows 7 Dell laptops that were 

802.11b/g/n only. 
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Once we had the clients’ information singled out we were able to acquire one of the 

problem devices for testing. We brought the machine back to the administration building 

for testing, and sure enough we were able to reproduce the issues. The more we 

narrowed down the circumstances, the more the issue appeared to be a client related 

problem and not an infrastructure issue. The same access points we were testing with 

were serving well over 40 clients in the same general location that did not have issues 

with connectivity. This required a little deeper level of analysis via wireless frame 

captures.  

Since the client was 2.4ghz only, and the wireless environment was properly 

designed to use channels 1, 6, and 11, all we needed to capture the relevant data were 3x 

2.4ghz capable adapters in monitor mode. To grab the data properly, we first shut down 

the machine, started the captures on the 3 channels, booted up the machine, and made 

sure we experienced the connectivity issues.  

Upon opening the capture file I started by putting filters in Wireshark that isolated 

the problem client and access points in the area. At this point I was baffled by what I was 

seeing. The client upon completing the 4-Way Handshake started transmitting 

thousands of null frames marking the Frame Control Field Power Management bit to 1 

stating the machine is going to sleep. As we learned in the CWAP, Null frames with the 

PM bit set to 1 states the AP should buffer frames until the client returns. This was 

essentially creating a denial of service for the client as the adapter maintained this 

behavior for up to a few minutes before transmitting a DHCP Request. Once we had the 

client online we also tried to roam to another access point and had the same outcome. In 

that case the client had an IP address, but the null frame flood once again severely 

limited the client’s ability to perform necessary operational functions.  

The next step in our troubleshooting was to modify the driver settings. We verified 

the roaming aggressiveness was not too high, and tried disabling the power save 

functions. Unfortunately this was not effective in fixing the issue as the machine still 

flooded power save frames. At this point we were faced with the realization that this was 

absolutely without a doubt a driver issue. Now, anyone that has tried to find new drivers 

on Dell’s website can attest to the fact this is a difficult process. Luckily we ended up 
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finding the same NIC in a newer model laptop that had a much more recent driver than 

what we were provided for that model laptop.  

Once we had installed the new NIC driver we were off to the races. We performed a 

few more captures to verify the client was properly handling association and roaming as 

well as power save functionality. After some rigorous testing we were fairly satisfied, and 

started working with the systems team to push out the driver update to the affected 

machines. Luckily all of this was caught and remedied prior to students returning for 

class. 
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