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Securing BYOD with Certificates 

There has been an ongoing trend the last five years of IT departments moving from 

corporate owned assets to creating a more open environment, inviting a bring your own 

device policy into play. I have been brought into many discussions and designs 

surrounding NAC deployments, however one in particular was for a very large county 

government. As we kicked off the design meeting I discovered something rather typical; 

they were completely unprepared for securing their network from this onslaught of 

personal devices.  

The very first and most difficult step in instituting a BYOD program is to set a 

security policy for the organization. A security policy is a set of guidelines that must be 

followed to permit network access. A good policy can be outlined with the following: 

Who? What? Where? Why? How? 

So after a few long days of meetings and navigating political red tape we came up 

with the following.  

Who: City and County employees who read and signed the acceptable network  

 use policy for the city. Those who didn’t would be denied access. 

What: Any device that runs Windows 7 and greater, Mac OS X, Android, or iOS.  

 Devices that did not run a supported OS would be rejected access.  

Where: Due to the desire for complete mobility in the county this meant access at  

 any county building no matter the user’s profession. 

Why: For work related tasks only, with access provisioned based on a users   

 Security Group in AD.  

How: Wirelessly via a device on-boarding portal and 802.1x native supplicant   

 provisioning with per device certificates. 

CWNE ESSAY #1 #1



The decision to utilize certificates for BYOD devices came with quite a bit of 

hesitation and friction within the security department. There was a fear that certificates 

were secure but came with far too much complexity. They had asked that we deploy 

their BYOD network using a pre-shared key with device registration. From studying the 

CWSP we know that PSK secured networks are susceptible to offline brute force attacks 

whether it is TKIP or CCMP encrypted. Not only that but PSKs are more likely to be 

shared to those that should not have access to the network. Which then leads to the 

possibility of a honeypot Access Point that can perform man in the middle attacks using 

the same PSK. We also couldn’t perform roles based access control with PSKs. That 

being the case it was paramount that we (the consultants) do our best to convince the 

security team to utilize 802.1x.  

The security team was also very concerned about data privacy in their organization. 

Some users would be transmitting very private information over the BYOD network. To 

leverage their desire for data privacy I decided it would be best to walk through how a 

malicious user could capture data and decrypt it. For a malicious user to compromise a 

PSK environment, all they would need to gather data would be a laptop with an adapter 

capable of monitor mode, a wifi penetration testing toolset (aircrack-ng suite), and 

physical access near the wireless cell and transmitter. The last requirement is extremely 

easy as most environments have waiting rooms and public access within the confines of 

the building.  

At this point all the malicious user needs to do is turn their adapter to monitor mode 

and start capturing traffic. As long as they are capturing frames during a planned de-

authentication attack they can capture the re-authentication and 4-way handshake 

between the access point and client. This can be used to derive the Pairwise Transient 

Key (PTK) and the Group Temporal Key (GTK). Once acquired, if the PSK is known, the 

frames can be decrypted and the secure environment compromised. If the key is not 

known, fear not, the malicious user only needs to keep capturing traffic, and perform a 

brute force decryption using rainbow tables or large password dictionaries. This can be 

performed well after the capture has taken place. 

CWNE ESSAY #1 #2



Once we had finished that walk through the county quickly decided on dot1x, and 

with that the next hurdle was credential mobility. The requirement of the county is device 

registration on top of secure connectivity. With that we decided to utilize EAP-TLS with 

native supplicant provisioning. Luckily the support for client devices was restricted to 

those that the NAC solution (in this case Cisco ISE) supported.  

The biggest benefit to utilizing certificates with supplicant provisioning is the ability 

to control the client device’s configuration. Without the need to have the end user walk 

through the configuration we were able to secure connectivity and not rely on them to 

trust the certificates being presented. The fact that certificates are not generally 

exportable in a NAC controlled deployment also means we are able to guarantee the 

device accessing the network is the same device that was registered by the end user. 

This all helps to protect against man in the middle attacks as well as honeypot SSIDs that 

some dot1x environments can be susceptible to.  

Once the plan was laid out we decided to implement Role Based Access Control to 

provide each user specific access to the environment based on their roles within the 

organization. Utilizing profiles within the WLCs we were able to assign access lists and 

application filters to users based on the attribute value pairs (AV-Pairs) that the radius 

server would respond with. This allowed us to keep the attack footprint at a minimum 

while allowing employees to stay productive and capable.  

For the planning meeting I often called upon the training I received from the CWSP 

curriculum. We learned in the CWSP that with a shared medium that has no real 

boundaries, security must always be the first and foremost focus before moving forward 

in a design. The next step to this design will be implementing a POC and solidifying the 

RBAC rules to better suit the County.    
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